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Abstract 

Software testing comprises of multiple stages, beginning with functional 

specifications analysis leading to breakdown of independently testable 

features that help in determining the best testing methodology. As time 

and budget constraints plague the testing phase, accurately determining 

the ideal testing technique(s) can be paramount in delivering a product 

that thoroughly meets the stringent specification requirements. This white 

paper aims to impart reasonably detailed information regarding the 

components that make up Dynamic Analysis Testing and how to carefully 

select the most suitable testing methodology to meet deadlines without 

compromising on the scope and quality of testing performed. 

 

The Problem 

With various testing strategies and techniques available, it can 

sometimes become daunting for a quality assurance or test engineer, to 

determine which testing technique to adopt in order to thoroughly test a 

software module. Moreover, the scope of the software project also plays 

a major role in making that important decision, in addition to the detail 

available in functional specifications. Incorrect identification of testing 

technique will lead to valuable time being lost, as deadlines cannot be 

adhered to, leading to a ripple effect resulting in delays to be introduced 

at each of the dependant subsequent SDLC stages. 

 

For example, how can a QA engineer determine how many values to test 

such that considerable pool of potential faults has been accounted for? 

 

It may be impossible to test all values given the time constraints, 

therefore knowledge of test techniques which minimize time and effort 

allocation whilst maximizing the test results (within minimum test cases) 

becomes vital. 

 

Or for example, how many test cycles should be executed before a large 

percentage of potential faults have been covered to ensure a reasonably 

bug free software has been developed? 

 

As you read further, various dynamic analysis testing techniques will be 

discussed in detail, to enable you to better understand and perform 

thorough software testing. 

 

  

Understanding Dynamic Analysis Testing 

Dynamic analysis is the testing and evaluation of a program by 

executing data in real-time. The objective is to find errors in a 

program while it is running, rather than by repeatedly 

examining the code offline.  
 

By debugging a program in all the scenarios for which it is 

designed, dynamic analysis eliminates the need to artificially 

create situations likely to produce errors. 

 

Advantages include reducing the cost of testing and 

maintenance, identifying and eliminating unnecessary program 

components, and ensuring that the program being tested is 

compatible with other programs. 

 

Various approaches adopted to test functionality of the 

program are discussed below. 

 

Boundary Value Analysis 

Boundary value test technique aims to identify errors which 

normally occur at the boundary/extreme of the input value. The 

extreme could be slightly below, or slightly above the selected 

input value. 

 

This is evident mostly in programs written in languages which 

fail to provide the software engineer with sufficient control 

whilst coding so that adequate checks can be implemented to 

handle such errors. 

 

With all testing techniques, boundary value analysis has its 

inherent limitations. For example, it is effective with physical 

variables having fixed boundaries, in comparison to logical 

variables i.e., color ranges or product categories. 

 

Boundary value analysis helps in distinguishing between logical 

variables i.e., types of products and physical variables i.e., 

temperature ranges. 

 

However, because it is simple to implement, boundary value 

analysis test cases can be easily automated, thereby saving 

time during testing. 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Robustness Testing 

Robustness testing is a branch of boundary value analysis, and works on 

the concept of extending the 5 boundary values identified in boundary 

value analysis. 

 

This enables the software to be tested in terms of how well it can handle 

exceptions i.e., values that should not be accepted, and respond by 

displaying a corresponding error message as a result of run-time error. 

 

Usually in a programming language where the coder does not have the 

ability to explicitly define unacceptable values, a range maybe provided 

for simplicity or ease of coding, to handle a range of unacceptable values. 

On the contrary, in languages where the coder has the ability to use 

explicit logic, it will provide the coder the opportunity to define explicit 

code to handle values which fall outside the range. 

 

Worst Case Testing 

As discussed earlier where boundary values were identified which a 

variable should be tested with, in the case of more than one variable, we 

will have (number of boundary values) * n test cases, where n is the 

number of variables being tested. 

 

Worst case testing is ideal for applications with physical inputs with 

variable values leading to an output, and the results of an incorrect output 

being extremely high in terms of cost. 

 

As we’ve observed that boundary value analysis has been used on input 

variables, it can also be used on the output range such as error 

messages. Not only that, boundary value analysis can also be used on 

internal variables i.e., programming loop control variables, pointers etc. 

 

Equivalence Class Testing 

How is an equivalence class formed? To answer that question, you need 

to be able, to identify clear groups within a domain. 

 

However, at this stage it is important to remember, that an equivalence 

class is determined by some set of rules or conditions. 

 

Taking this one step further, it is important to note that in equivalence 

class testing, when one member of a class is tested, and catches a bug, 

so will the others. If one doesn’t catch a bug, neither will the rest. 

Therefore, all members of an equivalence class behave in the same way. 

 

Decision Table-based Testing 

Decision table-based testing is primarily used to summarize the functional 

requirements along with the expected outcomes under specific conditions 

into a table. 

 

 

 

Moreover, this is implemented when testing complex business 

rules by assigning Boolean states of True (T) or False (F) to 

inputs, conditions and outputs in tabular format with rules 

represented, in columns, and actions (obtained from functional 

requirements) and conditions in rows. 

 

Pair-wise Testing 

Pair-wise testing is used when the number of variables and 

their combinations is too large. It helps in identifying a minimal 

subset which enables testing for all single- and double-mode 

defects. 

 

Solution 

The answer to the question on what testing approach to apply 

to a specific module or an entire program lies in in-depth 

knowledge of available testing techniques and being able to 

utilize the most suitable technique given the nature of the 

program under development.  

 

Other factors like time constraints, depth of testing along with 

scope of testing, as well as budget available for testing and 

resource availability will significantly determine the most viable 

testing strategy. Furthermore it is also vital that all testing 

teams are synchronized with respect to the testing process 

applicable during the testing phase of the project. 

 

Conclusion 

There is no definite testing solution for any program under 

development. Knowledge and understanding of available 

dynamic analysis testing approaches enables the test engineer 

to make an informed decision on which approach is likely to 

maximum resource and time utilization, whilst providing near 

100% test coverage. 

 

This leads to software having undergone rigorous testing, 

within budget and time frames without compromising on 

quality. It is not only imperative to develop high quality 

software, but also one that meets customer expectations and 

performs as per requirement specifications, and delivering 

expected results. 
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